TOPIC #1

Attracting and retaining talent/succession planning

The competition for top talent is fierce, and firms face daily struggles with recruitment and retention. 

A. Monetary ways to differentiate/stand apart outside of hourly rate/salary:
· Performance bonuses
· Origination fees
· Retention bonus
· Referral fee
· Profit sharing
· Matching funds to TDA
B. Non monetary ways to differentiate/stand apart:
· Work from home/hybrid options
· Growth/advancement opportunities
· Mentorship
C. Create/identify a culture (with input from staff):
· Relaxed dress code
· On site amenities
· Non performance based contests
· Swag
· Food! (non pizza party)
D. Other considerations
· Integration
· Engagement





TOPIC #2
Adapting to hybrid work and maintaining productivity
· Three work models
· In-office
· Fully remote or “work from anywhere” (i.e. Airbnb
· Hybrid
· Hybrid work positives:
· Study done at Stanford University found:
· Employees that work from home 2 days a week are just as productive as those working in-office full time
· Found no evidence that it affected worker’s productivity or career advancement
· Boosted retention rates
· Link to Article on Study: https://news.stanford.edu/stories/2024/06/hybrid-work-is-a-win-win-win-for-companies-workers
· Harvard Business School study found that an intermediate hybrid work policy (those working in office at least 2 days a week and no more than 3 days) were more productive than those working full in-office or fully remote and produced better work product:   https://www.hbs.edu/ris/Publication%20Files/22-063_639195cc-e7b5-47d3-9281-62d192c5b916.pdf
· Found that the flexibility of hybrid work allowed for employees to experience same level of job satisfaction and productivity as much as those that work full-time in the office.
· Found that isolation from the intermediate model benefited employees who were able to work on their own, without disruption or distraction (both from other employees and managers, as well as outside factors such as travel commutes to work) and allowed them to produce more “novel” work.
· Hybrid here to stay – while there are several larger companies that have put in RTO (return to office) polices (Starbucks, JP Morgan, Tesla, Google, Amazon, Apple, Walmart, Meta), a Gallup study shows that for most companies that had a WFH policy, those have stayed stable since 2022
· https://www.gallup.com/workplace/694361/hybrid-work-retreat-barely.aspx 
· Issues to Consider for Hybrid Work Models
· Communicate policy clearly at outset and have accountability
· Hybrid work has become an important part of job candidates decision to accept or reject an offer.   Make sure your policy is clear so expectations are set at the outset so there is no miscommunication later.
· Also, if changing the policy understand that some if not many accepted the position based upon the hybrid work policy and so may cause retention issues if changed.
· Collaboration and training: 
· Training new staff
· Zoom/Teams and similar remote technology aid with training
· 90 – 180 day wait period:  train onsite, then provide hybrid options
· Collaboration and team building
· Hybrid work means there is time in the office so ensure that for those in the office that while in the office there are team events, 
· Junior associates need structured training and mentorship, which is more difficult in a hybrid environment where organic in-person interactions are reduced.
· Balancing billable hours with new work models: Some law firm leaders worry about lower per-lawyer productivity in remote settings.
· Create culture for days in office
· Team-led days in the office where all are in same day(s) – examples are Apple and Salesforce
· Securing remote connections: 
· Law firms are prime targets for cyberattacks, and securing data transmitted over personal home networks and devices is a constant struggle.
· Wired vs. Wifi
· Wired preferred
· No public wifi
· Connectivity issues a home can create productivity problems
· Provide step by step guidance, FAQ and IT support
· Layered security
· Adapting and investing in security (clients will demand it)
· VPN access
· IAM (Identity and Access Management) solutions:  cybersecurity systems that manage digital identities and control user access to systems and ensure the right people get the right access at the right time, using features like Single Sign-On (SSO), Multi-Factor Authentication (MFA), and automated provisioning to boost security, efficiency, and compliance for organizations (ex. Duo Mobile)
· Anti-virus protection
· Cybersecurity insurance policy
· Guardrails
· It’s a privilege, not a right
· Have technology to ensure compliance
· Does your system allow you to view how many files worked, when someone is logged in, keystrokes, etc.?
· Good tools to use when you believe there are productivity issues, but don’t treat employees as prisoners.   
TOPIC #3

Meeting evolving client expectations

Clients are more digitally savvy and demand greater transparency, efficiency, and value from their law firms. 

· Demanding faster service: Clients expect real-time updates and quick turnaround times. Firms must use technology like client portals and automated workflows to keep up.
· Automation in Law Firms: a brief history
· 1950, The Dictaphone: attorneys could record their thoughts, instructions, and correspondence when convenient, on-the-go, for typing up later by their secretaries
· 1970, The Photocopier: revolutionary milestone in office automation; Law firms are a document heavy
· Late 1970’s & early 1980’s, Word processing: document creation and production
· 1980’s, fax machine, personal computers, LAN – firms sharing documents and printers
· There was a time when law firms only communicated with clients in person, via phone, or snail mail correspondence; the advent of the fax machine was the first shot signaling the end of the golden era of the paced practice of law
· 1990’s email emerges (late 90’s email attachments), Westlaw/Lexis, internet search engines (beginning of the end of the law library), cell phones (Blackberry – integrated devices)
· Early 2000’s, email becomes ubiquitous (2004 Gmail launched)
· Individual email addresses: now clients could immediately communicate directly with their attorney; expectations for quick turnaround times have increased exponentially while the volume of emails has made it increasingly difficult to meet these expectations
· 2005 eDiscovery
· 2007 iPhone – integrated smart phones really take off
· 2020 mainstream use of Artificial Intelligence (AI)
· Clients Expect Law Firms to adopt technology
· Client Portals – streamline client communication; contain case information such as digital files, calendars and invoices. Ask and answer questions, download/upload documents. Portals can be an efficient way for law firms to share information with clients and have it available to them at their convenience. Provides immediate access to status and information without emailing headaches
· Secure – emails, phone and text are insecure ways to communicate; Portals are encrypted, password protected channels
· Cloud-based – little to no infrastructure; save $
· AI – many clients are expecting firms to adopt and integrate software and AI to increase efficiency, and it is their hope savings will be passed on by reducing how much they are being billed/charged.
· Moving away from the billable hour: Clients increasingly seek alternatives to the traditional billable hour, such as value-based pricing and fixed-fee arrangements. Firms that cling to outdated billing models may lose business.
· Contingent Fees in a Commercial Practice
· We as CLLA Commercial Collection attorneys are ahead of the curve on alternative fee arrangements
· Flat fees
· Predictable legal spend; easy to budget
· Subscription based fee models
· Similar to a classic “on retainer” relationship

TOPIC #4

Overcoming resistance to change
Despite the clear need for innovation, many law firms still face significant internal pushback against new technology and operational changes. 

Types of change
· Operational – What and How
· Social – Who
Types of Resistance
· Logical – cost and impact
· Psychological – fear/loss of control
· Sociological – culture and dynamics
· Systemic – structure and/or process limitations

Ways to address resistance to change
Getting buy-in from senior leadership or Start at the top
Training and onboarding staff or Start at the bottom
Communicate, Communicate, Communicate – Who, what, where when and WHY!
Involvement, Participation, Engagement, Empowerment









TOPIC #5

Staying ahead of cyber threats
· Law firms are favorite targets for cyber attackers  -why?
· Access to voluminous and sensitive client data 
· Access to clients’ money 
· Traditionally law firms have had weaker security infrastructure
· Consequences of cyber breach
· Large financial losses 
· Ransomware – The average ransom demand following an attack on a legal firm is $2.47 million, although the average ransom paid is lower at $1.65 million.
· Reputational harm – must report breaches to all clients
· In Kentucky, KRS 365.732(2) requires “Any information holder shall disclose any breach of the security of the system, following discovery or notification of the breach in the security of the data, to any resident of Kentucky whose unencrypted personal information was, or is reasonably believed to have been, acquired by an unauthorized person. The disclosure shall be made in the most expedient time possible and without unreasonable delay, consistent with the legitimate needs of law enforcement, as provided in subsection (4) of this section, or any measures necessary to determine the scope of the breach and restore the reasonable integrity of the data system.”
· Bar/ethics concerns – 
· Client confidentiality – Rule 1.6 of ABA model rules as adopted by most state bars concern “Client Confidentiality.”  if breached and the information accessed is confidential client information, there may be a violation of this rule.
· If breach a result of misconduct by an attorney in the firm, have a duty to report – Rule 8.3
· Kentucky Bar Association Ethics Opinion E-446: https://kybar.org/Portals/0/Admin/Ethics%20Opinions/KBA_E-446.pdf 
· Question #1: Does an attorney have an ethical responsibility to implement cybersecurity measures to protect clients’ information?  Yes
· Question #2: Does an attorney have an ethical responsibility to advise clients about cyberattacks against the law practice and/or breaches of security? – Qualified Yes
· Question #3: Can an attorney utilize third parties and/or non-lawyers to plan and implement cybersecurity measures? Yes
· Question #4: Does an attorney have an ethical responsibility to ensure that law firm employees, as well as third parties employed by, retained by, or associated with the lawyer, comply with the attorney’s cybersecurity measures? Yes
· Invest in layered security defense
· Multi-factor Authentication for all systems (including email, VPN, work system platform)
· Privileged Access Management – control privileges to provide employees only permissions they need based upon their job duties.   Will minimize damage if compromised
· Enforce strong password use – changing regularly
· Have encryption software for emails containing sensitive information 
· Employing Endpoint Security Tools on all devices to detect and block outside threats
· Keeping all software up to date with latest security patches and updates and make sure to do regular backups
· Move to cloud-based storage vs. keeping all information on locally based servers
· Have a good cybersecurity insurance policy for coverage if breach occurs
· Robust training and testing for security weaknesses
· Regularly train staff to recognize phishing, ransomware and social engineering attacks
· Social engineering in cybersecurity is the psychological manipulation of people intended to trick them into revealing confidential information, making security mistakes, or granting unauthorized access, often by creating a sense of urgency or trust through tactics like phishing, vishing (voice), smishing (SMS), baiting, or pretexting, which exploits human vulnerabilities rather than technical flaws to bypass security systems. Attackers impersonate trusted sources to steal data, deploy malware, or facilitate larger breaches, making it a primary method for gaining initial access in cyberattacks
· Monitor employees use for “insider threats” - Insider threats can arise from employees or contractors misusing their access to sensitive information. This may be intentional, such as data theft, or accidental, like falling for a phishing scam.
· Conduct phishing simulations or other controlled incidents to train staff and see where weaknesses persist
· Have an Incident Response Plan
· Vet all vendors to ensure they maintain these same security procedures.
· Wire Transfers
· Particularly vulnerable to fraud
· Doesn’t require direct penetration of your system
· Can be achieved through your email, client’s email, vendor’s email
· Phishing and social engineering used here in sophisticated attacks
· Once money wired, very, very, very difficult to get back
· Tip:  Do not conduct wires through email.  Conduct by phone and insist on all employees, clients and or vendors do same if you are involved.




TOPIC #6

Managing fragmented legal operations

Many firms continue to use a disjointed and inefficient mix of legal technology platforms, creating daily inefficiencies. 

· Dealing with "tool sprawl": As new applications and platforms are added, firms struggle with integration challenges, data silos, and having to duplicate work across different systems.
· “Tool Sprawl” results from over reliance on tech 
· Adds complexity, increased costs, and inefficiencies
· Impact on Productivity – have to evaluate information from various sources, spend time learning how to use the tools
· Increased Costs – each tool costs $$
· License Fees: tool sprawl results in various licenses for unused or redundant features
· Maintenance Costs: updating and maintaining multiple tools requires continuous maintenance and update expenses
· Redundant Functionalities: tool sprawl often results in redundant functionalities across various tools; These add complexity and confusion, and drive up costs
· Increased risk: every tool is another avenue for an issue with cybersecurity
· Lacking standardized workflows: Inconsistent processes for matter and contract management increase risk and reduce productivity. Legal operations software is needed to standardize and automate these workflows. 


