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Business Email Ransomware Attacks Questions and Answers
Compromise Attacks




What are business
email compromise
attacks?




Examples of
Business Email
Compromise Attacks






Fake Invoice Scheme

£635,000.00

SUBTOTAL

TOTAL DUE

Make All Checks Payable To: Smuith, and Jones Law

THANK YOU FOR YOUR BUSINESS!
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Change of ®
Bank Account




How to Protegs”

Against B :
Attacks y;
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Employee
Tralning an
Awareness



Email
Authentication
SENDER POLICY DOMAINKEYS IDENTIFIED P rOtO c O lS

FRAMEWORK (SPF) EMAIL (DKIM)

DOMAIN-BASED MESSAGE
AUTHENTICATION (DMARC)
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Advanced Email Filtering
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Verification
Procedures



Access Controls
and
Segmentation



Regularly Update
and Patch Systems



Out-of-Band
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Incident



Regular Audits and
Reviews




What i IS a
Ransomwar

Attack?

Your personal files are encrypted!

Your mportant files encryption produced on ths computar: photos, videos,
do(uments, atc, Here 15 .;f_rnu'b;’o,- et L..‘ encypteo Nes. & ajl YOI €0 Dt ;._4!._;1’.,. .-_-1‘?"-,
thes,

ENCryphion was produced uwsing 2 unique pubic key RSA- 2040 generatad for this
computer, To decrypt fies you nead to obtan the private key,

Tm We (m Of tr!-'_‘ ‘“"’dtp ‘?:‘(. '\'Q". n /-'p db;} w YOU 0 ':ﬁ'_' 4rlf t"o- n;bfx‘. ) '4",1.‘—}(1
on a seget senver on the Intarnet; the sarver wil destroy the kay after a time
specified In this window, After that, nobody and never will be able to restore fies

T0 obtain the private key for this computer, which wil automatically decrypt files, you
need to pay 300 USD / 300 EUR / smilar amount in another cunency.

Click «Nexts to select the method of payment and the currency.
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This Photo by Unknown Author is licensed under CC BY-SA


https://positek.net/what-is-ransomware/
https://creativecommons.org/licenses/by-sa/3.0/

Regular Data Backups
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1 Secunity » Windows Update b | 4 | | Search Control Panel
U pd ate — Winaows Update

Patch System

Install updates for your computer

I important updates are available I important updates selected, 13.
ME
day at 9:38 AM




Compliance
Security Stack

2FA/MFA

Email Security

Security Awareness Training

Phishing Simulation

Anti-Phishing Platform

Password Vault

Application Control

All the time VPN for remote computers
Web Gateway Security

Ring-Fencing

Computer Encryption

Security Information and Event Management (SIEM)

Managed Detection and Response (MDR)

Security Operations Center (SOC)






Questions and Answers
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Thank You
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