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Agenda

Business Email 
Compromise Attacks

Ransomware Attacks Questions and Answers



What are business 
email compromise 
attacks?



Examples of 
Business Email 
Compromise Attacks



CEO Fraud



Fake Invoice Scheme



Email Account 
Compromise



Attorney 
Impersonation



Data Theft



Change of 
Bank Account 
Details



How to Protect 
Against BEC 
Attacks



Employee 
Training and 
Awareness



Email 
Authentication 
ProtocolsSENDER POLICY 

FRAMEWORK (SPF)
DOMAINKEYS IDENTIFIED 

EMAIL (DKIM)

DOMAIN-BASED MESSAGE 
AUTHENTICATION (DMARC)



Advanced Email Filtering



Multifactor 
Authentication



Verification 
Procedures



Access Controls 
and 
Segmentation



Regularly Update 
and Patch Systems



Out-of-Band
Communications



Incident 
Response Plan



Regular Audits and 
Reviews



What is a 
Ransomware 
Attack?

This Photo by Unknown Author is licensed under CC BY-SA

https://positek.net/what-is-ransomware/
https://creativecommons.org/licenses/by-sa/3.0/


Regular Data Backups



Update and 
Patch Systems



Compliance 
Security Stack

2FA/MFA

Email Security

Security Awareness Training

Phishing Simulation

Anti-Phishing Platform

Password Vault

Application Control

All the time VPN for remote computers

Web Gateway Security

Ring-Fencing

Computer Encryption

Security Information and Event Management (SIEM)

Managed Detection and Response (MDR)

Security Operations Center (SOC)



Incident 
Response Plan



Questions and Answers



Thank You
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