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AGENDA

Introduction01

Protect your assets $$$02

Phishing03

Working remotely04
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. IDENTIFY CYBER ATTACKS
learn how to protect yourself online

THE GOAL
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What is Cybersecurity?

AGENDA
The protection of an organization
and its assets from an electronic
attack to minimize the risk of
business disruption
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Cybersecurity can seem overwhelming and complex.

However, there are some basic things you can do to protect yourself and 
your important data.
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RULE NUMBER 1



8

.
.

.

8

.
.

. E X E R C I S E



9

.
.

.

NO FEAR 
MONGERING
Fear and Uncertainty can be used to create a 
sense of urgency. Mostly, for the purpose of 
making a sale or marketing a product.

I am going to share with you the basic truths 
that can spare you from lost time and money.
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SECURITY 
TRIAD

01 People are the common denominator in all 
3 points of the triad

02 Training is one of the key ways to increase 
an organization's cybersecurity health
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SECURITY 
TRIAD People are the common denominator in all 

3 points of the triad

Training is one of the key ways to increase 
an organization's cybersecurity health
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QUESTIONS TO 
CONSIDER

Q How bad would it be if the information 
was not available?

Q How bad would it be if the information 
was lost?

Q How bad would it be if the information 
was exposed?
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PROTECT 

YOUR 

ASSETS 

$$$
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WHAT IS A 
HACKER’S 
OBJECTIVE
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Steal Information using deception, 
fraud or brute force

Bypass security systems by exploiting 
code, software vulnerabilities, or 
human behavior

Take information to sell on the Dark 
Web, or to hold ransom and sell 
back to the victim
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Detecting Unusual Activity

Email Filtering and Tagging 
[External] deliveries

Backing up Data regularly and to 
secondary locations

Centralized Endpoint Detection 
and Response

Educating
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PREVENTING 
BREACHES
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ACCOUNTS AND 
PASSWORDS

OPTION 1:

Banking / High Importance accounts

• Unique Password

Everything else

• Unique Password 1 & 2

OPTION 2:

Use a password manager
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CAN THESE ANSWERS BE 
FOUND ON YOUR 
FACEBOOK ACCOUNT?

Q What city did you grow up in?

Q What is your dog’s name?

Q What high school did you attend?

Q What is your favorite book?

Q What is your mother’s maiden name?



Portion of the Internet that is intentionally 
hidden from search engines
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THE DARK 
WEB

Untraceable online activity and websites on 
the internet, primarily used for illegal 
activities

Stolen data can be found for free or to 
purchase
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ACCOUNTS AND 
PASSWORDS
Don’t use your real information for security 
questions

• Your information may be harvested from 
Social Media Accounts
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ACCOUNTS AND 
PASSWORDS
Google Authenticator, Microsoft 
Authenticator, Duo, etc.

Preferably use an authenticator app versus a 
text message

• Text Messages are less secure and 
although unlikely, someone could get 
access to your phone text messaging by 
stealing your SIM card

Use Touch-ID, Facial Recognition
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PASSWORD 
COMPLEXITY

Minimum 8 characters

People often choose a 
single word like 
“elephant”
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PASSWORD 
COMPLEXITY

Uppercase letter

Number

Special character

Requirements got more 
demanding:
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PASSWORD 
COMPLEXITY

Uppercase letter

Number

Special character

Elephant1!

Requirements got more 
demanding:
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Ransomware threats have 

increased drastically in the 

past five years due to the 

rising popularity of 

cryptocurrency

RANSOMWARE



25

.
.

.

LATEST ON 
CYBER NEWS

Tough fight looms against ransomware 'epidemic’
An epidemic of ransomware has sparked calls for tougher action against 
hackers, with US officials pledging to make cyber investigations a top priority

At least $18 billion was paid to ransomware attackers last year, according to 
the security firm Emsisoft, which found "tens of thousands" of victims so far in 2021.

"Ransomware is hitting epidemic proportions and business as usual isn’t going to cut it,"  said 
Frank Cilluffo, director of Auburn University's McCrary Institute for Cyber and Critical 
Infrastructure Security.

Parham Eftekhari, chairman of the Institute for Critical Infrastructure Technology, a thinktank 
focused on cybersecurity, noted that a rush to digitization of more systems has opened up more 
avenues for hackers.
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RANSOMWARE 
ATTACK
Computer files locked and 
cannot be used
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RANSOMWARE 
ATTACK
Unable to use critical 
business systems until 
ransom is paid
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RANSOMWARE 
ATTACK
Small Businesses are the #1 
Target in the US
1 in 5 companies forced to 
close after an attack
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RANSOMWARE 
ATTACK
Average downtime after an
attack is 3 to 5 days
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March 2018 Protected by 
Buzz Cybersecurity

3PL Warehouse
180 Employees

February 2018 Hit by Ransomware
$150,000 Ransom

CASE STUDY
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P H I S H I N G

D O N ’ T  T A K E  T H E  B A I T
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An attack that is 
attempting to steal data, 

specifically passwords

Usually originates from 
an Email but can be 

accidently browsed to 
while looking for a 

legitimate site or service 
with a search engine

Have become much 
more sophisticated and 

convincing
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P H I S H I N G

E X A M P L E  1



34

.
.

.

34



35

.
.

.



36

.
.

.

Can be spotted by 
checking the web URL or 

Hyperlink

Sometimes contain bad 
grammar or spelling 

errors

Almost always have a 
sense of urgency
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P H I S H I N G

E X A M P L E  2
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Domain Names can often 
be impersonated with 

sub domain’s that 
appear to be the real 

domain

www.microsoft.com.online.c
o
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Phishing websites will 
often use http instead of 

https.  

HTTPS is an encrypted 
website 
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P H I S H I N G

E X A M P L E  3
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. PHISHING 
TIPS
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Check the email for grammar and 
spelling mistakes

Mouse over the link to view the 
actual URL

Check who the email sender really is

Contact your IT security team if 
you are unsure about a particular 
email
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T R A V E L  A N D  R E M O T E  
W O R K  T I P S

P R O T E C T  Y O U R S E L F  O N  T H E  G O
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A VPN creates a secure 
connection between you 

and the internet

.
.

.

CONNECT 
TO YOUR 
VPN
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If it's required while in the 
office... using it at home is 

CRUCIAL

.
.

. USE MULTI-
FACTOR 
AUTHENTICATION
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Encryption helps protect the 
data on your device so 

it can only be accessed by 
people who have 

authorization

We would make sure device 
encryption is available and 

implemented on your 
device

.
.

.

USE 
DEVICE 
ENCRYPTION
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One of the simplest forms of 
security protocol is to log 

off.

.
.

. LOG OFF 
SESSIONS
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. Always be aware of your 
surroundings..

.
.

SITUATIONAL 
AWARENESS
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. Mobile Hotspot is a better 
alternative.

.
.

DON'T USE 
PUBLIC 
WIFI
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. CHANGE YOUR WIRELESS 
PASSWORD

CHANGE YOUR ROUTER 
MANAGEMENT PASSWORD

HOME 
NETWORK 
SECURITY
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Be aware of the network 
vulnerabilities associated 

with IoT

(Internet of Things) 
devices.  

Nest

Smart Fridge

Ring

HOME 
NETWORK 
SECURITY
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Edward Bakerwww.Buzzcybersecurity.Com 888-910-BUZZ Edward@buzzcybersecurity.com


	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24
	Slide Number 25
	Slide Number 26
	Slide Number 27
	Slide Number 28
	Slide Number 29
	Slide Number 30
	Slide Number 31
	Slide Number 32
	Slide Number 33
	Slide Number 34
	Slide Number 35
	Slide Number 36
	Slide Number 37
	Slide Number 38
	Slide Number 39
	Slide Number 40
	Slide Number 41
	Slide Number 42
	Slide Number 43
	Slide Number 44
	Slide Number 45
	Slide Number 46
	Slide Number 47
	Slide Number 48
	Slide Number 49
	Slide Number 50
	Slide Number 51
	Slide Number 52
	Slide Number 53
	Slide Number 54

